CHESTERFIELD COUNTY
PROCUREMENT DEPARTMENT
CHESTERFIELD, VIRGINIA
Request for Proposals
RFP Number: ..................................................................................................................... ADMN19000281
Title: ........................................................................................................ CCPS Visitor Management System
Issue Date: ............................................................................................................................. August 2, 2019
Proposals Due No Later Than: .................................................................... September 3, 2019, 4:00 P.M.
Location for Receipt of Proposals: .................................... Chesterfield County Procurement Department
9901 Lori Road
Lane B. Ramsey Building, 3rd Floor, Room 303
Chesterfield, VA 23832
Inquiries: Questions which may arise as a result of this solicitation may be addressed to Melissa
Chasteen, at (804) 717-6311, or by email to procurement@chesterfield.gov. Inquiries must be received
no later than Thursday, August 22, 2019 at 4:00 p.m. in order to be considered. Contact initiated by
an offeror concerning this solicitation with any other County representative, not expressly authorized
elsewhere in this document, is prohibited. Any such unauthorized contact may result in disqualification of
the offeror from this transaction.
My signature below certifies that:
• I agree to abide by all conditions of this Request for Proposal (RFP) and that I am authorized to sign
this proposal;
• the accompanying proposal is not the result of, or affected by, any unlawful act of collusion with
another person or company engaged in the same line of business or commerce, or any act of fraud
punishable under § 18.2-498.1, et. seq. of the Code of Virginia. Furthermore, I understand that fraud
and unlawful collusion are crimes under the Virginia Governmental Frauds Act, the Virginia
Government Bid Rigging Act, the Virginia Antitrust Act, and Federal Law, and can result in fines,
prison sentences, and civil damage awards;
• that the accompanying proposal is in compliance with applicable provisions of the State and Local
Government Conflict of Interests Act (§ 2.2-3100, et. seq. of the Code of Virginia). Specifically,
without limitation, no County/School Board employee or a member of the employee’s immediate
family shall have a proscribed personal interest in a contract; and
• that the accompanying proposal is in accordance with applicable provisions of the Virginia Public
Procurement Act, Art. 6 Ethics in Public Contracting (§ 2.2-4367, et. seq. of the Code of Virginia), and
any other applicable law as set forth therein.
Complete Legal Name of Firm: ________________________________________________________
Address:

________________________________________________________
________________________________________________________

Remit To Address:

________________________________________________________
________________________________________________________

Signature: __________________________________

Email:_____________________________

Name (type/print): ___________________________

Title: _____________________________

Fed ID No.: _____________________ Phone: (____)_______________ Fax: (____)______________
Proposal Dated: ___________________________
Please refer to Clause 6 of the General Terms and Conditions:
Minority-Owned Business:

Yes

No

Chesterfield Business:

Yes

No

Women-Owned Business:

Yes

No

Small Business

Yes

No

Service Disabled Veteran-Owned Business

Yes

No
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I.

PURPOSE
The purpose of this Request for Proposal (RFP) is to solicit qualified and interested companies
to submit proposals for providing a Visitor Management System for Chesterfield County Public
Schools.

II.

BACKGROUND
Chesterfield County Public Schools is educating more than 63,000 students in 66 schools.
Chesterfield County has 39 elementary schools (grades K-5), 13 middle schools (grades 6-8),
12 high schools (grades 9-12) and 2 technical centers. CCPS is one of the 100 largest school
systems in the country and the fifth largest in Virginia. The current CCPS Visitor Management
System serves as a screening tool for the following main uses.
Visitors: Visitors are required to sign in at the front office daily. On the 1st visit, a driver’s
license scan is required, which is checked against the national sex offender registry. Each
visitor to the school is issued a printed badge. This allows CCPS to maintain a list of persons
in the building in the event of an emergency. For the 2017-2018 school year, 273,391 school
visitors were logged and screened, whereby 4 registered violent offenders were prevented
from entering school property. Common shortfalls of the current system include the inability to
check other forms of identifications such as government issued ID cards or passports, as well
as the inability to prevent the same person from being flagged multiple times, even after staff
have cleared that individual upon the first alert.
Volunteers: All volunteers go through a screening process before being approved to volunteer
with our students. CCPS is looking for a system that creates efficiency with this process due
to the high volume of applications received each month. One key desire is to have one
application with the ability to select multiple school locations/events.
Faculty: The system is used as a means for accountability of staff in each building, including
teacher’s aids. It has recently been used for the purpose of tracking hours of contractors
assigned to work within the building or on school grounds.

III.

SCOPE OF WORK/SPECIFICATIONS
The Visitor Management System refers to tracking the usage of public buildings (schools) or
other sites. By gathering increasing amounts of information, the Visitor Management System
can record the usage of the facilities by specific visitors, and provide documentation of visitor's
whereabouts, screen for individuals identified as sexual predators, and increase the security of
our schools. School districts are turning to modern visitor management systems that not only
track a visitor’s stay, but also check the visitor’s information against national and local criminal
databases. The district is looking for a system that provides the following features, listed in no
particular order of importance:


Capture all login and logout times of CCPS staff and contractors that have been vetted.



Be able to set site restrictions so that vetted staff, volunteers or contractors can only
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gain access to certain buildings during prescribed times.


Ensure login and logout times are captured for CCPS and vetted contractors at multiple
access points to the building.



Check all access requests against the National Sex Offender Registry.



Screen all visitors (not previously vetted by CCPS) entering the building against the
National Sex Offender Registry. Configure data to send alerts to specific users when a
person’s ID is found in Sex offenders Database.



Be able to process multiple photo ID types, such as passports, driver’s licenses, or
State ID cards for visitor sign-in.



Provide access to reports of who is in the building. Reports need to be accessible from
mobile devices, so that first responders have access to these reports in cases of
emergency.



Contain role based user accounts that provide different access to information for editing
and viewing based on department defined roles.



Work with Chrome OS system to allow visitors to use Chromebox or Chromebook to
sign in.



Visitor kiosk should support touch screen technology.



Support batch printing of visitor badges to support events, such as field trips.



Ability to include private alerts for custody issues, and other forms of specialized
notifications.



Contain a Volunteer coordinator mode which should include volunteer application
processing.



Have the ability for schools to create an event which volunteers can sign up for. End
user should have the ability to delete any volunteers from the list that are not selected
for that volunteer opportunity, such as a field trip.



Provide the ability to sign in without printing a badge each time.



Provide the ability to sign in through an app (faculty only).



Provide the ability to use Win DSX cards (proximity cards) to check in, allowing system
to link with the access control system already in use.



Allow the computers already in use the ability to conduct regular updates as needed
(updatable hardware)



Ensure that the visitor kiosk for this system can be maintained with up to date software,
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without requiring frequent replacements.
Offerors shall demonstrate in detail, the features of the product(s) offered in relation to each of
the requirements or need identified, including any product screenshots where applicable.
Offerors shall address whether the solution offered requires modification, customizations, the
extent of the customization, if work around is available, if there is a third-party integration or
solution in place, or if the requirement/need will be addressed by a future release and if so,
indicate the projected time frame for the release.

IV.

INSTRUCTIONS
Submission and Receipt of Proposals
Submittals, in one (1) original, (1) electronic copy via USB Drive, one (1) redacted
copy and electronic redacted copy on USB (if invoking § 2.2-4342F and providing
Attachment D) and five (5) copies, marked “CCPS Visitor Management System”
will be received until, but no later than the date and time specified on the cover
sheet, in:
Chesterfield County Procurement Department
9901 Lori Road
Lane B. Ramsey Building, 3rd Floor, Room 303
P.O. Box 51
Chesterfield, Virginia 23832-0001
Monday-Friday 8:30 a.m. – 5:00 p.m.
Should the offeror decide to utilize an express delivery service, please note that the
Lane B. Ramsey Building is located at the intersection of Ironbridge Road (State
Route 10) and Lori Road.
Mark the outside of the envelope with RFP# ADMN19000281 and proposal subject,
“CCPS Visitor Management System”.
It is the sole responsibility of the offerors for ensuring that their proposals are
stamped by Procurement Department personnel before the deadline indicated in
Paragraph A of these instructions. Proposals and/or any addenda pertaining
thereto, received after the announced time and date of receipt, by mail or otherwise,
will be returned. However, nothing in this RFP precludes the County from
requesting additional information at any time during the procurement process.
In the event that Chesterfield County government offices are not operating under
normal staffing levels or if the location for pre-proposal meetings or receipt of
proposals is inaccessible due to inclement weather or other emergency situations at
the published time, the proposal submission or pre-proposal meeting will default to
the next regular business day at the same time.
If you are an individual with a disability and require a reasonable accommodation,
please notify the Procurement Department at (804) 748-1617, three working days
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prior to need.
Nothing herein is intended to exclude any responsible firm or in any way restrain or
restrict competition. On the contrary, all responsible firms are encouraged to submit
proposals. Any requirements listed herein are intended to describe qualifications,
certifications and/or experience considered to be vital and should be used as
guidelines for proposal submission. Firms not meeting specific requirements listed
herein are encouraged to list and/or demonstrate alternate qualifications,
certifications and/or experience for consideration.
Any proposal submitted MUST include the cover sheet which has been signed by an
individual authorized to bind the offeror. All proposals submitted without such
signature will not be considered.
Proposals shall not be accepted via fax or email.
For information pertaining to the decision to award and/or award on this procurement
transaction, offerors may access public notification electronically at
www.chesterfield.gov/procurement.
Submittal Format
In order to facilitate the analysis of responses to this RFP, offerors should prepare the
proposal in accordance with the instructions outlined in this section and should structure
the proposal so that it contains individual tabs/sections detailing proposed services.
Offeror’s responses should be prepared as simply as possible with straightforward,
concise descriptions of their capabilities to satisfy the requirements of this RFP.
Expensive bindings, color displays, promotional materials, demo CDs, etc., are not
needed. Emphasis should be concentrated on accuracy, completeness, and clarity
of content. All information should be presented in a non-technical format to ensure
understanding. All responses should be tailored specifically for the County.
The County encourages proposals that provide innovative alternatives to addressing
the County’s existing needs as described in the solicitation. Information which the
offeror desires to present that does not fall within any of the requirements of the RFP
should be inserted at an appropriate place or be attached at the end of the proposal
and designated as additional material. The County is under no obligation to
consider or negotiate information or documentation that is submitted not in
compliance with the requirements herein or that is submitted by an offeror
after the deadline for submission of the proposal identified in Section IV(A)(1)
above. Notwithstanding the preceding sentence, the County may, in its sole
discretion, consider and/or negotiate such submissions.
Detailed Submittal Format
a. Introduction letter, signed cover sheet, Attachment A – Virginia State Corporation
Commission (SCC) Registration Information form, and addenda
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acknowledgement, if applicable.
b. Executive summary – Provide a narrative, prepared in non-technical terms,
summarizing the offeror’s proposal. The executive summary should identify the
primary contact for the offeror including name, address, telephone number and
email address.
c. A detailed description of the services to be provided which addresses each of the
topics listed in the Scope of Work/Specifications. Clearly state your ability to
meet or exceed the requested services.
d. Statement of Qualifications and Capacity of firm to provide services required.
The offeror should include a description of the organizational and staff
experience as it relates to meeting the County’s needs, including experience
administering similar contracts for governmental entities. The response should
address firm’s size, structure, and number of years in business.
e. Key Individuals – The offeror should provide a list of key individuals to be
assigned to the County’s contract, specify their role in administering the contract,
and provide a current biography/resume for each individual.
f. References - All offerors should include a list of a minimum of three (3)
references, from similar projects/contracts, who could attest to the firm’s
knowledge, quality of work, timeliness, diligence, flexibility, and ability to meet
budget constraints. Include names and addresses, contact persons, phone
numbers and e-mail addresses of all references. The County reserves the right
to contact references other than, and/or in addition to those furnished by an
offeror. References may or may not be reviewed or contacted at the discretion of
the County.
g. Cost of each good/service listed in the Pricing Schedule.
h. Offerors should submit Attachment B – Technical Information Security
Requirements. This questionnaire should be filled out and submitted with your
proposal. (Reference Section V.B.6.).
i.

Offerors should confirm acceptance of Attachment C – Sample Service
Agreement. This is the County’s form of agreement. Submit any redlines to the
agreement in a workable document to indicate exceptions to terms and
conditions.

j.

Offerors should submit responses to Attachment D – General Technical
Requirements in the same order as outlined in the attachment.

k. Offerors should review and submit Attachment F – Proprietary/Confidential
Information Identification.
l.

Offerors should submit all vendor agreements required to purchase the proposed
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system.
m. Offerors should submit Service Level Agreements as requested in Section
III.A.1.k.
n. Offerors should provide the previous three (3) years of audited financial
statements to demonstrate company financial health. In addition, Offerors should
include any judgements or pending lawsuits against them for the previous three
(3) years.
Demonstrations: Shortlisted Offerors may be required to present a scripted
demonstration of the proposed solution. The County will provide the agenda and scripts
to be executed as part of the demonstration sessions. Offerors should be available to
present the information for a period of up to two (2) days, if applicable. (Reference
Section V.B.5).

V.

TERMS AND CONDITIONS
The following terms and conditions are applicable to, and incorporated by reference in, any
governmental procurement from a nongovernmental source conducted by the Chesterfield
County Procurement Department (or pursuant to delegated purchasing authority) on behalf of
all Chesterfield County public bodies, as public bodies are defined in Code of Virginia Section
2.2-4301, as amended, including any agencies, boards, authorities, schools, or other entities
for which the Chesterfield County Procurement Department acts as purchasing agent. The
term “County” as used in any general or special terms and conditions includes the applicable
entity or entities listed above as the context may require.
GENERAL TERMS AND CONDITIONS
Addenda: Any changes or supplemental instructions to a solicitation shall be in the form of
written addenda. Most addenda are downloadable from the Procurement Department web
site at: www.chesterfield.gov/procurement. Each offeror is responsible for obtaining all
addenda posted at the Procurement Department website or by calling (804) 748-1617.
Acknowledgement of receipt of all addenda shall be in the space provided within the
solicitation or by returning a copy of each signed addendum. Failure to do so may result in
rejection of the proposal. All addenda issued shall become part of the solicitation and all
resulting contract documents.

Appropriation of Funds: The continuation of the terms, conditions, and provisions of a
resulting contract beyond June 30 of any year, the end of the County’s fiscal year, are
subject to approval and ratification by the Chesterfield County Board of Supervisors and
appropriation by them of the necessary money to fund said contract for each succeeding
year. In the event of non-appropriation of funds, the contract shall be automatically
terminated with no recourse for the Contractor.

Assignment of Contract: The County and Contractor bind themselves, and any
successors and assigns to the contract. The employees of the Contractor will perform the
work necessary to fulfill the contract. The Contractor shall not assign, sublet, subcontract or
transfer any of its interest in the contract without written consent of the County. Nothing
herein shall be construed as creating any personal liability on the part of any officer or agent
of the County, nor shall it be construed as giving any rights or benefits hereunder to anyone
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other than the County and Contractor.

Audit of Vendor Records: Contractor shall maintain full and accurate records with
respect to all matters covered under the contract including, without limitation, accounting
records, written policies and procedures, time records, telephone records, reproduction cost
records, travel and living expense records and any other supporting evidence necessary to
substantiate charges related to the contract. Contractor's records shall be open to
inspection and subject to audit and/or reproduction, during normal working hours by the
County and its employees, agents or authorized representatives to the extent necessary to
adequately permit evaluation and verification of any invoices, payments or claims submitted
by Contractor pursuant to this contract. Such records subject to examination shall also
include, without limitation, those allocations as they may apply to costs associated with the
contract. The County shall have access to such records from the effective date of the
contract, for the duration of the contract, and until two (2) years after the date of final
payment by the County to the Contractor pursuant to this contract. The County's
employees, agents or authorized representatives shall have access to the Contractor's
facilities, shall have access to all necessary records, and shall be provided adequate and
appropriate work space, in order to conduct audits in compliance with this paragraph.

Change Orders: Change orders must be approved by the County prior to work being
performed.

Commitment to Diversity and Chesterfield Businesses:
a. Chesterfield County is a growing progressive community consisting of an
increasingly diverse population. This diversity provides for a dynamic and robust
community that promotes growth. Chesterfield County believes that all of its
citizens should benefit from this economic growth without regard to race, color,
religion or economic status. The County is committed to increasing the
opportunities for participation of minority-owned businesses, service disabled
veteran-owned businesses, small businesses, women-owned businesses, and
businesses located in Chesterfield County to ensure diversity in its procurement
and contract activities. These businesses are encouraged to respond to all
solicitations. In addition, the County strongly encourages each Contractor and/or
supplier with which the County contracts to actively solicit minority-owned
businesses, service disabled veteran-owned businesses, small businesses,
women-owned businesses, and businesses located in the County as
subcontractors/suppliers for their projects. Upon award/completion of work, the
County will require the Contractor to furnish data regarding
subcontractor/supplier activity with minority-owned businesses, service disabled
veteran-owned businesses, small businesses, women-owned businesses, and
businesses located in Chesterfield County on a Certification of
Subcontractor/Supplier Activity form. The form will be provided to the Contractor
by the Procurement Department. This information will enable the County to
document the dollar level of activity and measure the success of its purchasing
and contracting efforts in this endeavor.
b. Definitions:
i. Chesterfield Business (CB) – any private business enterprise, located within
the jurisdictional boundaries of Chesterfield County.
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ii. Minority-Owned Business (MOB) – a business that is at least 51% owned by
one or more minority individuals who are U.S. citizens or legal resident aliens,
or in the case of a corporation, partnership, or limited liability company or
other entity, at least 51% of the equity ownership interest in the corporation,
partnership, or limited liability company or other entity is owned by one or
more minority individuals who are U.S. citizens or legal resident aliens, and
both the management and daily business operations are controlled by one or
more minority. (Code of Virginia Section 2.2-4310, as amended)
iii. Service Disabled Veteran-Owned Business (SDVOB) – a business that is at
least 51 percent owned by one or more service disabled veterans or, in the
case of a corporation, partnership, or limited liability company or other entity,
at least 51% of the equity ownership interest in the corporation, partnership,
or limited liability company or other entity is owned by one or more individuals
who are service disabled veterans and both the management and daily
business operations are controlled by one or more individuals who are service
disabled veterans. (Code of Virginia Section 2.2-4310, as amended)
iv. Small Business (SB) – a business independently owned and controlled by
one or more individuals who are U.S. citizens or legal resident aliens, and
together with affiliates, has 250 or fewer employees, or annual gross receipts
of $10 million or less averaged over the previous three years. One or more of
the individual owners shall control both the management and daily business
operations of the small business. (Code of Virginia Section 2.2-4310, as
amended)
v. Women-Owned Business (WOB) – a business that is at least 51% owned by
one or more women who are U.S. citizens or legal resident aliens, or in the
case of a corporation, partnership, or limited liability company or other entity,
at least 51% of the equity ownership interest is owned by one or more women
who are U.S. citizens or legal resident aliens, and both the management and
daily business operations are controlled by one or more women. (Code of
Virginia Section 2.2-4310, as amended)
c. This provision only applies to contracts valued in excess of $10,000.
If the contractor intends to subcontract work as part of its performance under this
contract, the contractor shall include in the proposal a plan to subcontract to
small, women-owned, minority-owned, and service disabled veteran-owned
businesses. (Code of Virginia Section 2.2-4310, as amended)
Contract Execution: Though the term “County” is defined herein to include distinct
entities, the contract shall be entered into by, and in the name of, the specific entity
receiving the benefit of the goods and services.

Contractor Background Checks: In order to preserve the integrity and security of
County government operations, contract workers may be required to undergo a criminal
background check conducted by Chesterfield County. The County will conduct these
checks for any worker it believes will have unsupervised access to County designated
Security Sensitive areas. Contract workers providing goods, services or construction in
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these designated areas are required to confine themselves to the area of the work. Based
on the results of the background check, the contract worker may be disqualified from
providing work/services for Chesterfield County.

Contractor’s Authorization to Transact Business: In accordance with Code of
Virginia Section 2.2-4311.2, as amended, any offeror organized as a stock or nonstock
corporation, limited liability company, business trust, or limited partnership or registered as a
registered limited liability partnership shall be authorized to transact business in the
Commonwealth as a domestic or foreign business entity if so required by Title 13.1 or Title
50 of the Code of Virginia, or as otherwise required by law. Any offeror organized or
authorized to transact business in the Commonwealth of Virginia pursuant to Title 13.1 or
Title 50 of the Code of Virginia shall include in its proposal the identification number issued
to it by the State Corporation Commission. Any offeror that is not required to be authorized
to transact business in the Commonwealth as a foreign business entity under Title 13.1 or
Title 50 of the Code of Virginia, or as otherwise required by law, shall include in its proposal
a statement describing why the offeror is not required to be so authorized. This information
shall be provided on Attachment A titled “Virginia State Corporation Commission (SCC)
Registration Information”. Failure to provide the required information may result in the
rejection of the proposal. The Contractor shall not allow its existence to lapse or its
certificate of authority or registration to transact business in the Commonwealth of Virginia, if
so required under Title 13.1 or Title 50 of the Code of Virginia, to be revoked or cancelled at
any time during the term of the contract. The County may void any contract with a
Contractor if the Contractor fails to remain in compliance with the provisions of this section.
SEE ATTACHMENT A.
Copyrights or Patent Rights: The offeror certifies by submission of a proposal that
there has been no violation of copyrights or patent rights in manufacturing, producing, or
selling the product or services shipped or ordered as a result of this solicitation. The
Contractor shall, at his own expense, defend any and all actions or suits charging such
infringement, and will save Chesterfield County, its officers, employees, and agents
harmless from any and all liability, loss, or expense incurred by any such violation, or
alleged violation.

Default: In case of failure to deliver the goods or services in accordance with the contract
terms and conditions, the County may, without prejudice to any other right or remedy, and
after giving the Contractor seven (7) calendar days written notice, terminate the employment
of the Contractor and procure such goods or services from other sources. In such event,
the Contractor shall be liable to the County for any resulting additional purchase and
administrative costs. This remedy shall be in addition to any other remedies which the
County may have.
Drug Free Workplace: (Code of Virginia Section 2.2-4312, as amended) This provision
only applies to contracts valued in excess of $10,000.

a. During the performance of this contract, the Contractor agrees to
i.

provide a drug-free workplace for the Contractor's employees;

ii. post in conspicuous places, available to employees and applicants for employment,
a statement notifying employees that the unlawful manufacture, sale, distribution,
dispensation, possession, or use of a controlled substance or marijuana is prohibited
in the Contractor's workplace and specifying the actions that will be taken against
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employees for violations of such prohibition;
iii. state in all solicitations or advertisements for employees placed by or on behalf of the
Contractor that the Contractor maintains a drug-free workplace; and
iv. include the provisions of the foregoing clauses in every subcontract or purchase
order of over $10,000, so that the provisions will be binding upon each subcontractor
or vendor.

b. For the purposes of this section, “drug-free workplace” means a site for the performance
of work done in connection with a specific contract awarded to a Contractor in
accordance with this chapter, the employees of whom are prohibited from engaging in
the unlawful manufacture, sale, distribution, dispensation, possession or use of any
controlled substance or marijuana during the performance of the contract.

Employment Discrimination: (Code of Virginia Section 2.2-4311, as amended) This
provision only applies to contracts valued in excess of $10,000.

a. During the performance of this contract, the Contractor agrees as follows:
i.

The Contractor will not discriminate against any employee or applicant for
employment because of race, religion, color, sex, national origin, age, disability, or
any other basis prohibited by state law relating to discrimination in employment,
except where there is a bona fide occupational qualification reasonably necessary to
the normal operation of the Contractor. The Contractor agrees to post in
conspicuous places, available to employees and applicants for employment, notices
setting forth the provisions of this nondiscrimination clause.

ii. The Contractor, in all solicitations or advertisements for employees placed by or on
behalf of the Contractor, will state that such Contractor is an equal opportunity
employer.
iii. Notices, advertisements, and solicitations placed in accordance with federal law, rule
or regulation shall be deemed sufficient for the purpose of meeting the requirements
of this section.
b. The Contractor shall include the provisions of the foregoing paragraphs a, b, and c in
every subcontract or purchase order of over $10,000, so that the provisions will be
binding upon each subcontractor or vendor.

Environmental Management Procedures: The Contractor shall follow all federal,
state and local environmental and safety laws and regulations. Chesterfield County’s
General Services - Environmental Division maintains an Environmental Management
System (EMS) that is fully compliant with the ISO 14001 standard. The Offeror shall review
and comply with the Contractor Environmental Guidelines (ENVMGT.FORM.0011) and
Environmental Policy accessible at www.chesterfield.gov/procurement. The Contractor shall
work with the County Project Manager to manage and control those activities that may
cause a significant environmental impact or safety hazard. Proposal pricing shall include all
costs associated with controls, permits and training to ensure regulatory compliance and to
protect human health and the environment.

ePayables: Chesterfield County recognizes the importance of timely payments to our
vendors. Therefore, we offer our vendors the opportunity to enroll in our ePayables

Page 13 of 50

program. This program allows us to make card payments to our vendors and features an
online portal to facilitate payments as well as reduce payment processing times. Our
ePayables program is mutually beneficial and is our preferred method of payment. If you
choose not to enroll in this program, payments will be made by check and mailed through
the postal service which could impact how quickly you receive payments. No action is
required for vendors already enrolled in the program. Please contact the Accounting
Department at (804) 748-1673 with questions.

Faith-Based Organizations: (Code of Virginia Section 2.2-4343.1, as amended) The
County does not discriminate against faith-based organizations.

Finance/Interest Charges: Finance and/or interest charges imposed by the Contractor
on any invoice shall not be paid by the County.

Form of Agreement: It is the County’s intent to utilize the Service Agreement
included in ATTACHMENT C to execute the final agreement between the County
and the Contractor. Except where otherwise prohibited by law, the Offeror shall note
in the proposal response any exceptions to the terms and conditions of the RFP or
the Service Agreement.
Governing Law: Contracts shall be governed by the provisions hereof and by the laws of
the Commonwealth of Virginia, excepting the law governing conflicts of laws. Disputes
arising out of this contract shall be resolved in the Courts of the Commonwealth of Virginia,
in and for Chesterfield County.

Indemnification: The Contractor shall hold harmless and indemnify the County, its
officers, officials, employees and agents against any and all injury, loss or damage arising
out of the Contractor’s negligent or intentionally wrongful acts or omissions. As a matter of
law, the County is prohibited from indemnifying the Contractor, subcontractors, or any third
party beneficiaries of the contract(s).

Invoices: Invoices for goods and services ordered and delivered shall be submitted by the
Contractor to the remittance address shown on the purchase order. All invoices shall show
the purchase order number, description of the goods and services, stock number and
contract price as applicable. The County’s obligation to pay amounts due under the contract
shall be contingent upon receipt of invoices in sufficient detail to permit identification of the
goods and services.

Modification of the Contract: The contract shall not be amended, modified, or
otherwise changed except by the written consent of the Contractor and the County given in
the same manner and form as the original signing of the contract.

Payment: If the Contractor performs all of the obligations of the contract to the satisfaction
of the County, the County shall pay the Contractor for the performance of the work in the
manner and within the time specified in the contract documents, which shall be consistent
with the provisions of Code of Virginia Sections 2.2-4352 and 2.2-4354, as amended.
Furthermore, the Contractor shall, within seven days after receipt of payment by the County,
take the following actions:

a. Pay the subcontractor for the proportionate share of the total payment received from the
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County attributable to the work performed by the subcontractor under that contract; or

b. Notify the County and subcontractor, in writing, of his intention to withhold all or a part of
the subcontractor's payment with the reason for nonpayment.

Precedence of Terms: All Special Conditions contained in this solicitation that may be in
variance or conflict with these General Terms and Conditions shall have precedence over
these General Terms and Conditions. If no changes or deletions to General Terms and
Conditions are made in the Special Conditions, then the General Terms and Conditions
shall prevail in their entirety.

Proprietary Information: Code of Virginia Section 2.2-4342(F), as amended, states:
“Trade secrets or proprietary information submitted by a bidder, offeror, or Contractor in
connection with a procurement transaction or prequalification application submitted pursuant
to subsection B of §2.2-4317 shall not be subject to the Virginia Freedom of Information Act
(2.2-3700 et seq.); however, the bidder, offeror, or Contractor shall (i) invoke the protections
of this section prior to or upon submission of the data or other materials, (ii) identify the
data or other materials to be protected, and (iii) state the reasons why protection is
necessary.” If the exemption from disclosure provided by Code of Virginia Section 2.24342(F), as amended, is not properly invoked then the proposals will be subject to
disclosure pursuant to applicable law.
Quality Expectation Statement: The County, through its quality initiative, is a
recognized leader in providing quality goods and services at the most effective cost
possible. Therefore, the County fully expects, requires, and shall hold all Contractors, and
all agents, staff, representatives, and subcontractors of the Contractor, responsible for, and
accountable to, the highest quality standards of professional workmanship, goods and
services. In the spirit of the County’s total quality improvement initiative, the Contractor shall
be expected to become a member of the team and perform or provide goods and services
products with a target of “zero defects – zero rework”.
References: If requested, the offeror shall provide references which substantiate past
work performance and experience in the type of work required for the contract. The County
may contact all references furnished by offerors. The right is further reserved by the County
to contact references other than, and/or in addition to, those furnished by the offeror.

Safety:
a. The Contractor, its employees and subcontractors shall comply with all current
applicable local, state and federal policies, regulations and standards relating to
occupational health and safety, including, by way of illustration and not limitation,
the standards of the Virginia Occupational Safety and Health (VOSH)
Compliance Program administered by the Virginia Department of Labor and
Industry. The provisions of all rules and regulations governing safety as adopted
by the Safety Codes Commission of the Commonwealth of Virginia and issued by
the Department of Labor and Industry under Title 40.1 of the Code of Virginia
shall apply to all work under the contract. The Contractor shall provide, or cause
to be provided, all technical expertise, qualified personnel, equipment, tools and
material to safely accomplish the work specified and performed by the
Contractor.
b. The Contractor shall provide a supervisor at each job site who is competent,
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qualified, and authorized on the worksite, and who is familiar with policies,
regulations and standards applicable to the work being performed. The
supervisor shall be capable of identifying existing and predictable hazards in the
surroundings or working conditions which are hazardous or dangerous to
employees or the public, and shall be capable of ensuring compliance with all
applicable safety and health regulations, and shall have the authority and
responsibility to take prompt corrective measures, which may include removal of
the Contractor’s employees from the work site.
c. Any activities of the Contractor determined to be hazardous by the County, shall
be immediately discontinued by the Contractor upon receipt of either a written or
verbal notice from the County to discontinue such activities.
d. If requested by the County Project Manager, the Contractor shall provide a
written health and safety plan for the project prior to proceeding with work.
Sensitive Information Handling: Any information in the possession of the County
which is specific to an employee, student, citizen, County business function, private
business entity or other government entity which is not generally available to the public shall
be designated Sensitive Information. Contract workers will under no circumstances remove
Sensitive Information from County facilities. Any Sensitive Information which must reside
temporarily on a hard drive or portable storage device (USB Key, CD ROM, memory card,
etc.) for processing must remain within the County facility. No Sensitive Information may be
remotely accessed by contract workers by dial in, VPN, web interface or other means
without expressed consent of the County’s department head, if any, and the specific entity’s
information systems technology department manager or director. In the event that the
specific entity entering into the contract does not have an information systems technology
department, then the consent must be obtained from the Chesterfield County Chief
Information Officer, or his designee. Any access to County information by contract workers
from outside the County intranet shall be in accordance with existing technology security
policies and procedures as required by the executed contract. Contract worker network
connected computer equipment will be subject to all applicable County policies and
procedures. Any exception to the application of these policies shall require approval by the
specific entity’s information systems technology department manager or director. In the
event that the specific entity entering into the contract does not have an information systems
technology department, then the approval must be obtained from the Chesterfield County
Chief Information Officer, or his designee.
Taxes: The County is exempt from payment of Federal Excise Tax and State and Local
Sales and Use Tax on all tangible personal property purchased or leased by the County for
its use or consumption. Tax exemption certification will be furnished upon request. Sales
tax, however, is paid by the County on materials and supplies that are installed by a
Contractor and become a part of real property. Contractors are not exempt from paying
taxes on these materials and supplies, as they are considered to be a cost of doing
business and should be considered in pricing when preparing a proposal.
Technology Agreements: The Offeror shall submit terms of service, terms of use, end
user license agreements, software license agreements, etc. with the proposal for any online
activity (i.e. hosted, online, portal, website, support site, etc.) or software that is required to
use or support the product or service being proposed by the Offeror. These agreements
shall be submitted with tracked changes to delete any terms that conflict with the RFP and
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the Service Agreement.

Termination: It shall be the sole right of the County to terminate the contract upon written
notification to the Contractor.
Termination for Breach or Non-Performance: If the Contractor fails to perform the
work promptly and diligently, or if the Contractor breaches the Contract in any other way, the
County may:
a. after providing the Contractor with 15 days written notice, supply any workmen,
equipment or materials necessary to ensure that the work is performed promptly and
diligently. The County may deduct the cost of supplying additional workmen, equipment
or materials from payments due to the Contractor;

b.

terminate the contract, enter upon the premises, take possession of all equipment,
materials or appurtenances, and employ any person or persons to finish the work.

If the contract is terminated by the County, the Contractor shall not be entitled to receive any
further payment from the County until completion of the work has occurred. After completion
of the work, the County shall pay to the Contractor the amount of the unpaid balance due to
the Contractor at the time the contract was terminated minus the cost incurred by the County
to complete the work. If the cost incurred by the County to complete the work exceeds the
unpaid balance due to the Contractor, the Contractor shall be due no money from the
County and, instead, the Contractor shall pay to the County the difference between the
unpaid balance due and the County’s cost to complete the work.

Unauthorized Aliens: (Code of Virginia Section 2.2-4311.1, as amended) The Contractor
agrees that he does not, and shall not, during the performance of the contract, knowingly
employ an unauthorized alien as defined in the federal Immigration Reform and Control Act
of 1986.

Vendor Rewards/Gift Programs: It is the policy of the County not to participate in any
rewards programs offered by vendors and not to accept any gifts or gift cards, or other
rewards from vendors for purchases made by the County. If you customarily provide, or if
you plan to provide, rewards programs, gifts or gift cards, or other rewards to your
customers for purchases made by such customers, you must identify this fact in your
proposal and demonstrate in the proposal how you have applied the value of such rewards
to a reduction in the price of the goods and/or services being offered to the County.

Waiver of One Breach Not Waiver of Others: No waiver by the County or its agents
or employees of any breach of this contract by the Contractor shall be construed as a waiver
of any other or subsequent breach of the contract by the Contractor. All remedies provided
by this contract are cumulative, and in addition to each and every other remedy under the
law.

SPECIAL TERMS AND CONDITIONS
1. Acceptance of Goods/Services: The goods and/or services delivered under a
resulting contract shall remain the property of the Contractor until a physical
inspection is made, and thereafter accepted to the satisfaction of the County. In the
event the goods and/or services supplied to the County are found to be defective or
do not conform to specifications, the County reserves the right to cancel the order
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upon notice (verbal or in writing) to the Contractor or revoke acceptance of the
defective or non-conforming goods and return goods to the Contractor at the
Contractor’s expense.
2. Contact with Students: As required by Code of Virginia, Section 22.1-296.1, as
amended, Bidders who will provide services that will place Contractor or Contractor’s
employees in direct contact with students on school property during regular school
hours or during school-sponsored activities, shall certify, by signing and submitting
their bid or proposal, that none of the individuals who will perform the work under the
contract have been convicted of a felony or any offense involving the sexual
molestation or physical or sexual abuse or rape of a child. Any person making a
materially false statement regarding any such offense shall be guilty of a Class 1
misdemeanor and, upon conviction, the fact of such conviction shall be grounds for
the revocation of the contract to provide such services and, when relevant, the
revocation of any license required to provide such services.
3. Contract Term/Contract Renewal/Contract Extension
a. Contract Term
The initial term of this contract may be for one (1) year or as negotiated.
b. Contract Renewal
This contract may be renewed by the County for up to four (4), successive one
(1) year periods, or other negotiated timeframe not to exceed four (4) years,
under the terms and conditions of the original contract except as stated in
subsections i. and ii. below. Price increases may be negotiated only at the time of
renewal. Upon a determination by the County to renew this contract for an
additional term, written notification will be given to the Contractor. In addition,
performance of an order or Statement of Work (SOW) issued during the term of
this contract may survive the expiration of the term of this contract, in which case
all terms and conditions required for the operation of such order or SOW shall
remain in full force and effect until the Services and Deliverables pursuant to
such order or SOW have met the final Acceptance from the Authorized User.
Contractor shall not include any automatic renewal provisions in any
maintenance agreement or software licenses as part of any order or SOW
between the Authorized User and Contractor. After five (5) years, the County
may continue to purchase follow-on maintenance and support in accordance with
the same renewal pricing herein.
If the County elects to exercise the option to renew the contract for an
additional one-year period, the contract price(s) for the additional one year
shall not exceed the contract price(s) of the original contract increased by
more than the percentage increase of the “All Items”, not seasonally adjusted,
category of the All Urban Consumers section of the Consumer Price Index
(CPI-U) of the United States Bureau of Labor Statistics for the latest twelve
months for which statistics are available. The source for this index shall be
the following: http://www.bls.gov/ppi or http://www.bls.gov/cpi
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If during any subsequent renewal periods, the County elects to exercise the
option to renew the contract, the contract price(s) for the subsequent renewal
period shall not exceed the contract price(s) of the previous renewal period
increased by more than the percentage increase of the “All Items”, not
seasonally adjusted, category of the All Urban Consumers section of the
Consumer Price Index (CPI-U) of the United States Bureau of Labor Statistics
for the latest twelve months for which statistics are available. The source for
this index shall be the following: http://www.bls.gov/ppi or
http://www.bls.gov/cpi
c. Contract Extension
The County has the right to extend this contract for up to one hundred eighty
(180) days following any term on the contract.
4. Cooperative Procurement: This procurement is being conducted by Chesterfield
County in accordance with the provisions of Code of Virginia, Section 2.2-4304, as
amended. If agreed to by the Contractor, other public bodies may utilize this
contract, except for 1) contracts for architectural and engineering services; or, 2)
construction contracts. The Contractor shall deal directly with any public body it
authorizes to use the contract. The County, its officials and staff are not responsible
for placement of orders, invoicing, payments, contractual disputes, or any other
transactions between the Contractor and any other public bodies, and in no event
shall the County, its officials or staff be responsible for any costs, damages or injury
resulting to any party from use of a Chesterfield County contract. The County
assumes no responsibility for any notification of the availability of the contract for use
by other public bodies, but the Contractor may conduct such notification.
5. Date of Commencement: The date of commencement shall be established in a
written Notice to Proceed issued by the County.
6. Demonstrations: Shortlisted Offerors may be required to present a scripted
demonstration of the proposed solution. Offerors should be available to present the
information for a period of up to two (2) days, as applicable.
7. Information Security General Protection: The Contractor will develop, implement,
maintain, and use commercial best practices, including appropriate administrative,
technical, and physical security measures, to preserve the confidentiality, integrity
and availability of County data (as that term is defined in the Service Agreement)
received from, or on behalf of a County employee, student, citizen, or County
business function. These measures will be extended to all subcontractors used by
the Contractor.
The purchase and implementation of a new County good or service requires use of a
formal assessment review process to evaluate the security and risk level of an
Offeror’s good or service prior to finalizing acquisition of that good or service. The
security review includes a due diligence risk analysis, which is conducted prior to
final acquisition by County information security and technical staff in consultation
with the Offeror. The review will analyze minimum information security requirements
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as described in the Technical Information Security Requirements ––
(ATTACHMENT B). Response to Attachment B should be submitted with the
Offeror’s proposal.
a. The Offeror agrees to follow County procedures and provide answers to
Attachment B to ensure compliance with Federal and State laws and regulations,
County policies, and security standards and baselines for the data classification
level.
b. County information security and technical staff will review the results and
reserves the right to verify the Offeror’s responses prior to an award
recommendation.
c. Identified gaps between required information security controls for the data
classification level and the Offeror’s implementation as documented by the
County shall be tracked by the Offeror for mitigation. Depending on the severity
of the gaps, the County may require the gaps to be remediated before contract
award, or within a timeframe mutually agreeable to both parties. Any remediation
costs shall be negotiated between the County and the Offeror.
8. Insurance Requirements: The Contractor and insurance company should
carefully review the insurance requirements set forth below. The Contractor
shall furnish a copy of a certificate of insurance in accordance with the
requirements before the County will execute a contract. The Contractor shall
be responsible for maintaining current certificates of insurance on file with the
County. The certificate of insurance does not need to accompany the
proposal.
The Contractor shall purchase and maintain in force, at his own expense, such
insurance as will protect him and the County from claims which may arise out of or
result from the Contractor's execution of the work, whether such execution be by
himself, his employees, agents, subcontractors, or by anyone for whose acts any of
them may be liable. The insurance coverages shall be such as to fully protect the
County, the Consulting Professional (if applicable) and the general public from any
and all claims for injury and damage resulting by any actions on the part of the
Contractor or his forces as enumerated above.
The Contractor shall furnish insurance in satisfactory limits, and on forms and of
companies that are acceptable to the County’s Attorney and/or Risk Management
Director and shall require and show evidence of insurance coverages on behalf of
any subcontractors (if applicable), before entering into any agreement to sublet any
part of the work to be done under this contract. All insurance carriers shall waive
any and all subrogation against the County, and it shall be the responsibility of the
Contractor/the Contractor’s insurance professional to ensure compliance with this
requirement.
The Contractor’s insurance coverage shall be primary and non-contributory to any
program of insurance or self-insurance that the County may or may not have in
force, and the insurance required hereunder shall not be interpreted to relieve the

Page 20 of 50

Contractor of any obligations under the contract. The Contractor shall remain fully
liable for all deductibles and amounts in excess of the coverage actually realized.
The Contractor shall maintain during the initial term and any additional terms of this
contract the following equivalent coverage and minimum limits:
a. Commercial General Liability: $1,000,000 Combined Single Limit per
occurrence. Coverage must be Broad Form and include Products & Completed
Operations, Bodily Injury, Property Damage and Contractual Liability.
b. Business Automobile Liability: $1,000,000 Combined Single Limit per
occurrence. Coverage should include all owned, hired and non-owned
automobiles.
c. Workers’ Compensation: Virginia Statutory limits including Employers Liability
limits of $100,000 each accident, $100,000 each disease-each employee, and
$500,000 policy limit.
d. Technology Errors and Omissions Liability: $1,000,000 per occurrence
An insurance certificate shall be provided as evidence of the required insurance.
The insurance certificate:
e. Must reflect that the Commercial General Liability policy names Chesterfield County
Public Schools, the County of Chesterfield, their officers, employees, and agents, as
an additional insured by endorsement to the policy or as required by contract.
Additional insured status applies to all work of the named insured performed on
behalf of Chesterfield County Public Schools and the County of Chesterfield for this
policy period.
f. Must reflect that the policies are endorsed to require no less than 30 days’ notice
of cancellation or other change in coverage to the County;
g. Must have an authorized signature;
h. The Certificate Holder should be listed as:
Chesterfield County
c/o Procurement Department
P.O. Box 51
Chesterfield, VA 23832-0001
9. Loss and/or Disclosure of Personally Identifiable Information (PII) – Breach
Notification: The Contractor shall be responsible for reporting all incidents
involving the loss and/or disclosure of contractor maintained or hosted County PII
information or County PII information system. Notification shall be made to the
County within one (1) hour of discovering the incident. In the event of a breach
requiring notification based upon federal, state or local laws or statutes, the
Contractor shall bear all costs associated with required notifications and subsequent
remediation actions for each individual impacted.
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10. Negotiating Contract Reductions: The County reserves the right, at any time
during the contract term or any extension of the term, to renegotiate with the
Contractor a reduction in the compensation paid to the Contractor that is less than
the compensation initially agreed to by the Contractor and the County at the time of
contract execution/issuance of the purchase order. The County may initiate such
negotiations whenever the County determines that it is in the County’s best fiscal
interests to do so. Notwithstanding any other provision of this contract/purchase
order to the contrary; the County may terminate the contract/purchase order
immediately and without penalty if the County is unable to renegotiate the
compensation with the Contractor to an amount which the County determines to be
appropriate.
11. Ownership of Documents: All documents furnished to the County by the
Contractor pursuant to this solicitation, including but not limited to drawings,
specifications, intellectual property, and reports, including those in electronic form,
shall become the sole property of the County upon payment for the services incurred
to produce such documents. Upon award of a contract, the Contractor shall grant
and assign to the County all rights to all documents for future use by the County,
with or independent of the Contractor. These provisions shall survive cancellation,
termination, or completion of the work.
12. Protection of County Data: To protect County data, as that term is defined in the
Service Agreement, the Contractor shall maintain secure, efficient, and effective
information security processes documented by evidenced usage of industry
acceptable information security standards, such as current version of ISO
27001/ISO 27002 certification/compliance status, SSAE NO. 16 Attestation status,
or use NIST 800-53 controls. The Offeror shall show evidence of usage of any or all
these industry best practice controls to be considered for award of a contract.
County data transmitted to Contractor and stored by Contractor pursuant to the
resultant Service Agreement shall reside at a data storage center within the United
States (excluding the U.S. territories).
The Contractor agrees to notify the County promptly upon any knowledge of a
security incident or security breach associated with County data bound by the
resultant Service Agreement.
If Contractor requires the County to agree to terms and conditions in addition to
those contained in the Service Agreement, any limitations on Contractor’s liability
contained in such terms and conditions shall not apply to Security Breaches or the
unauthorized release of County data. An “unauthorized release” means a security
event in which County data is copied, transmitted, viewed, stolen, or used by an
individual or entity unauthorized to do so.
13. Quality Commitment: Chesterfield County has adopted best management
practices to ensure the highest quality of products and services are provided to its
citizens. With this goal in mind, offerors are required to demonstrate they possess
and utilize appropriate quality management systems which result in customer
satisfaction and continuous improvement.
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To satisfy these requirements, the offeror must demonstrate their firm’s commitment
to best management practices and providing services with the highest possible level
of quality throughout all phases of work. Proposals must demonstrate, at a
minimum, (1) a complete understanding of the processes utilized within the
organization to ensure quality and (2) graphical demonstrations that outline quality
and process management within the organization and how they relate with sub
consultants and with the owner. This criteria shall not be satisfactorily met by
indicating that the firm has a quality control process or manual that meets the goals
that have been established by the County. The response to quality must be
deliberate and contain sufficient evidence that the firm has adopted quality and best
management practices as an integral part of the organization. As a part of the
response to this request, offerors shall demonstrate the following:
a. Show the organization’s design process, e.g. process map, flow charts.
b. Show cycle time for process, e.g. Gantt chart, milestone chart.
c. Show historical data on budget and change orders, e.g. Pareto charts identifying
the reasons for all change orders and frequency of occurrence.
d. Demonstrate processes in place to recognize, track and analyze project change
orders due to errors and omissions (including those caused by any sub
consultants) and discuss how these processes are utilized to minimize future
occurrences.
e. Demonstrate customer satisfaction data, e.g. indicate that there are systems in
place allowing for a proactive approach to collecting customer satisfaction data.
Demonstrate how this data is collected and analyzed and what actions are taken
on the data results.
14. School Service Providers; Student Personal Information: Pursuant to the Code
of Virginia, Section 22.1-289.01, as amended, and the definitions set forth therein,
school service providers shall comply with the following:
a. For the purposes of this section:
"School service" means a website, mobile application, or online service that (i) is
designed and marketed solely for use in elementary or secondary schools; (ii) is
used at the direction of teachers or other employees at elementary or secondary
schools; and (iii) collects and maintains, uses, or shares student personal
information. "School service" does not include a website, mobile application, or
online service that is designed and marketed for use by individuals or entities
generally, even if it is also marketed for use in elementary or secondary schools.
"School service provider" means an entity that operates a school service
pursuant to a contract with a local school division in the Commonwealth.
"Student personal information" means information collected through a school
service that identifies an individual student or is linked to information that
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identifies an individual student.
b. Each school service provider shall:
Provide clear and easy-to-understand information about the types of student
personal information it collects through any school service and how it
maintains, uses, or shares such student personal information;
Maintain a policy for the privacy of student personal information for each
school service and provide prominent notice before making material changes
to its policy for the privacy of student personal information for the relevant
school service;
Maintain a comprehensive information security program that is reasonably
designed to protect the security, privacy, confidentiality, and integrity of
student personal information and makes use of appropriate administrative,
technological, and physical safeguards;
Facilitate access to and correction of student personal information by each
student whose student personal information has been collected, maintained,
used, or shared by the school service provider, or by such student's parent,
either directly or through the student's school or teacher;
Collect, maintain, use, and share student personal information only with the
consent of the student or, if the student is less than 18 years of age, his
parent or for the purposes authorized in the contract between the school
division and the school service provider;
When it collects student personal information directly from the student, obtain
the consent of the student or, if the student is less than 18 years of age, his
parent before using student personal information in a manner that is
inconsistent with its policy for the privacy of student personal information for
the relevant school service, and when it collects student personal information
from an individual or entity other than the student, obtain the consent of the
school division before using student personal information in a manner that is
inconsistent with its policy for the privacy of student personal information for
the relevant school service; and
Ensure that any successor entity or third party with whom it contracts abides
by its policy for the privacy of student personal information and
comprehensive information security program before accessing student
personal information.
c. No school service provider shall:
Use or share any student personal information for the purpose of behaviorally
targeting advertisements to students;
Use or share any student personal information to create a personal profile of
a student other than for supporting purposes authorized in the contract
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between the school division and the school service provider, with the consent
of the student or, if the student is less than 18 years of age, his parent, or as
otherwise authorized in the contract between the school division and the
school service provider;
Knowingly retain student personal information beyond the time period
authorized in the contract between the school division and the school service
provider, except with the consent of the student or, if the student is less than
18 years of age, his parent; or
Sell student personal information.
d. Nothing in this section shall be construed to prohibit school service providers
from using student personal information for purposes of adaptive learning or
customized education.
15. Software License(s):
a. The County acknowledges that it does not have a license or any rights to
software provided by Contractor pursuant to this Agreement. During the term of
this Agreement, and subject to the provisions of this Agreement, Contractor
hereby grants to the County a limited, non-transferable, worldwide, royalty-free,
non-exclusive license to use the software solely as specified in this Agreement.
Except as expressly granted in this Agreement, the County is not licensed to use,
copy, modify, or distribute copies of all or any portion of the software.

b. The County will use commercially reasonable efforts to prevent unauthorized
access to, or use of, the Contractor software. In no event shall Contractor’s
remedies for any breach of the County’s Service Agreement include the right to
terminate any license or support services thereunder.
16. Software Support: As part of the software purchase price, one year software
support for each item shall be included. Support shall include phone support and all
software updates. Updates shall include Correction Releases, Point Releases, and
Level Releases. Support begins on the first day of the month after the software is
installed by Contractor. Purchase price for third party products shall also include
one year software support.
Space has been provided in the Pricing Schedule for pricing for Year(s) 2-5 Software
Support.
17. Software Title: The Contractor represents and warrants that it is the sole owner of
the software product, or if not the owner, has received all proper authorizations from
the owner to license the software product, and has the full right and power to grant
the rights contained in this contract. Contractor further warrants and represents that
the software product is of original development, and that the package and its use will
not violate or infringe upon any patent, copyright, trade secret or other property right
of any other person. The Contractor agrees to hold the County harmless in this
regard.
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18. Source Code Escrow
a. For each of the conditions defined in i. and ii. below, the Contractor hereby
agrees to place into an escrow account with a mutually agreed upon third party
escrow agent two (2) copies of the source code for each such item of application
software, in a form necessary for a programmer of ordinary skill to modify and
maintain and convert the application software into object code and install and
execute the application software without further assistance from the
Contractor. The Contractor will also place into escrow the data dictionary and
entity relationship diagrams, compilation instructions in a written format or
recorded on video format, a list of maintenance tools and third party systems with
their manufacturer’s name and contact information used in development and
maintenance, etc. and all manuals not previously provided to the County that are
used in development and maintenance of the application software, as well as a
running object code version submitted on a virus free media, compiled and ready
to be read by a computer, so that the escrow agent can verify the contents of the
deposit in good working order and certify good condition to the County. All
referenced documentation shall be provided in the English language.
Not later than 15 Days after the County’s giving notice to the Contractor of
acceptance of each item of application software licensed under this
Agreement.
Not later than 15 Days after the shorter of: (1) the County’s installation in
either a production or non-production environment of any new major release
of any application previously accepted by the County in an earlier release,
and which the County has purchased a license to use such new version
release or was granted such license under the terms herein; or (2) a quarter
yearly basis.
b. All costs associated with the set-up and maintenance of the escrow account shall
be paid for by the Contractor.
c. The escrow agent shall be authorized to release the source code to the County
solely upon the occurrence of any of the following events: (1) the Contractor’s
cessation, for any reason, to do business; (2) the County’s purchasing of the
source code outright; (3) the Contractor’s failure to install and certify any item
of application software; (4) the Contractor’s generally making such source code
available to other licensed users of the application software; (5) the Contractor’s
failure to fulfill any of its material obligations under this Agreement; or (6) the
Contractor’s failure or refusal to continue to support or offer further development
for any one or more items of application software where the County is up-to-date
in its payment of all application support for each such item(s) of application
software pursuant to this Agreement. Upon such release of the source code, the
County shall receive a nonexclusive, nontransferable, perpetual, license to use
the source code solely for the maintenance, enhancement, improvement and
updating of the application software product in connection with the County’s use
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of the application software.
d. A form of escrow agreement among the County, the Contractor and the escrow
agent shall be agreed upon and executed simultaneous with the execution of this
Agreement. Materials should be shipped to the County via traceable courier or
electronically. Upon receipt, escrow agent should contact the Contractor and
the County to verify receipt.
19. Special Educational or Promotional Discounts: The Contractor shall extend any
special educational or promotional sale prices or discounts immediately to the
County during the term of the contract. Such notice shall also advise the duration of
the specific sale or discount price.
20. Student Data Privacy Requirements: The Contractor acknowledges that any
Student Data shared by the County is covered and protected under the Family
Education Rights and Privacy Act, 20 U.S.C. § 1232(g) and 34 C.F.R. § 99.31
(“FERPA”).
The Contractor agrees to abide by the limitations on re-disclosure of Student Data
from education records set forth in FERPA. 32 CFR 99.33(a)(2) states that the
officers, employees, and agents of a party that receive education record information
from the County may use the information, but only for the purposes for which the
disclosure was made. Nothing in this agreement may be construed to allow either
party to maintain, use, disclose, or share student information in a manner not
allowed by federal law or regulation. Contractor warrants that the Student Data
provided will be used solely for the purposes described in the final scope of work
and for no other purpose. The Student Data shall not be shared or made available
to any unauthorized personnel or other third party. Contractor agrees to ensure that
any personnel or agents to whom the Student Data is provided agree to the same
restrictions and conditions that apply to the Contractor with respect to such
information.
If Contractor becomes legally compelled to disclose any Student Data, whether by
judicial or administrative order, applicable law or regulation, or otherwise, then
Contractor shall use all reasonable efforts to provide the County with prior notice
before disclosure so that the County may seek a protective order other appropriate
remedy to prevent the disclosure. If a protective order or other remedy is not
obtained prior to when any legally compelled disclosure is required, Contractor will
only disclose only that portion of the Student Data that it is legally required to
disclose.
Contractor agrees to notify the County promptly of any known or suspected security
breach of any unauthorized disclosure of Student Data.
21. Subcontracts: No portion of the work shall be subcontracted without prior written
consent of the County. In the event that the Contractor desires to subcontract some
part of the work specified herein, the Contractor shall furnish the County the names,
qualifications and experience of their proposed subcontractors. The Contractor
shall, however, remain fully liable and responsible for the work to be done by its
subcontractor(s) and shall assure compliance with all requirements of the contract
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and compliance with applicable General Terms and Conditions (including, without
limitation, the non-discrimination and drug-free workplace provisions).
22. Testing/Inspection: The County reserves the right to conduct any test/inspection it
may deem advisable to assure that goods and/or services conform to the
specifications in the contract documents. The County reserves the right to employ an
independent testing laboratory to conduct tests of materials, etc. as the County may
deem necessary to assure complete compliance with the requirements of the
specifications. The Contractor shall offer full cooperation with personnel in the
employ of the County in making these tests. If such goods and services are found to
be defective in any respect, due to the fault of the Contractor or his subcontractors,
the Contractor shall defray all the expenses of uncovering the work, of examination
and testing, and of satisfactory reconstruction.
23. Travel: The County shall not be liable for any reimbursement costs associated with
travel. Offerors are encouraged to forecast any relevant travel expenses and include
as part of the total solution.
24. Warranty (Goods and Services): The Contractor agrees that the goods or
services furnished under any contract resulting from this solicitation shall be covered
by the most favorable commercial warranties the Contractor gives any customer for
such goods or services and that the rights and remedies provided therein are in
addition to, and do not limit those available to the County by any other clause of this
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solicitation.
25. and contact person. Space has been provided on the Bid Form.

VI.

PRICING SCHEDULE
Proposals submitted by Offerors should include all services required and described in
Section III. SCOPE OF WORK/SPECIFICATIONS and all applicable attachments to the
RFP, to successfully obtain and operate the proposed Visitor Management System.
Pricing should be submitted in the following format, as applicable. Offerors may submit
pricing for one or both solutions.
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PRICING SCHEDULE
DESCRIPTION

Turn-Key Software System
including the first year of
maintenance and support. A
price breakdown should be
provided in addition to this
pricing schedule to include, but
not be limited to:
•
•
•
•
•
•
•

•

•

•
•
•

SOFTWARE-BASED, ONSITE HOSTED
AT CHESTERFIELD COUNTY PRICE

WEB-BASED (CLOUD) VENDOR
HOSTED ENVIRONMENT PRICE

$_____________________________

$___________________________

Initial implementation –
General configuration
Project
Management/Governance
Customization
Integration
Data Conversion
Training
For Onsite Hosting:
Hardware purchase
requirements; Software
license fees; First year
maintenance; Hardware &
software install setup
For Vendor Hosted
Solution: Setup; First year
cost breakdown by
products/services provided
Third-Party Software Costs
(breakdown of each
proposed solution): Initial
cost (licenses,
implementation, hardware,
as applicable)
Pre go-live readiness & cutover support
Post go-live support
Travel
ANNUAL MAINTENANCE & SUPPORT FEE:

A price breakdown should be provided in addition to this pricing schedule to include, but not be limited to:
Base product and each proposed additional product (license fees, maintenance fees, etc.); Third-party products
(license fees, maintenance fees, etc.)
Year 2

$_____________________________

$___________________________
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VII.

Year 3

$_____________________________

$___________________________

Year 4

$_____________________________

$___________________________

Year 5

$_____________________________

$___________________________

TOTAL RECURRING COST:
YEARS 2-5

$_____________________________

$___________________________

TOTAL COST OF SOFTWARE
SOLUTION YEARS 1-5

$_____________________________

$___________________________

EVALUATION CRITERIA
These criteria are to be utilized in the evaluation of qualifications for development of the
shortlist of those offerors to be considered for negotiations. Individual criteria have been
assigned a weight to reflect relative importance.
Criteria

Weights

1. Demonstrated ability to comprehensively provide scope of
work as specified in the RFP

30

2. Qualification, experience and expertise of offeror to provide
and assist in performing services specified in the RFP

30

3. Demonstrated ability to support a school system the size of
CCPS

20

4. Cost of Services

20

VIII. AWARD PROCEDURE
Selection shall be made of two or more offerors deemed to be fully qualified and best suited
among those submitting proposals, on the basis of the factors involved in the Request for
Proposal, including price if so stated in the Request for Proposal. Negotiations shall then be
conducted with each of the offerors so selected. Price shall be considered, but need not be
the sole determining factor. After negotiations have been conducted with each offeror so
selected, the County shall select the offeror which, in its opinion, has made the best proposal
and award the contract to that offeror. When the terms and conditions of multiple awards are
so provided in the Request for Proposal, awards may be made to more than one offeror.
Should the County determine in writing and in its sole discretion that only one offeror is fully
qualified or that one offeror is clearly more highly qualified than the others under consideration,
a contract may be negotiated and awarded to that offeror.
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ATTACHMENT A - Virginia State Corporation Commission (SCC) Registration
Information
The offeror shall check one of the following. The offeror is:
a corporation or other business entity with the following SCC identification number:
___________ -ORnot a corporation, limited liability company, limited partnership, registered limited liability
partnership, or business trust -ORan out-of-state business entity that does not regularly and continuously maintain as part of
its ordinary and customary business any employees, agents, offices, facilities, or inventories in
Virginia (not counting any employees or agents in Virginia who merely solicit orders that
require acceptance outside Virginia before they become contracts, and not counting any
incidental presence of the offeror in Virginia that is needed in order to assemble, maintain, and
repair goods in accordance with the contracts by which such goods were sold and shipped into
Virginia from offeror’s out-of-state location) -ORan out-of-state business entity that is including with this proposal an opinion of legal
counsel which accurately and completely discloses the undersigned offeror’s current contacts
with Virginia and describes why those contacts do not constitute the transaction of business in
Virginia within the meaning of § 13.1-757 or other similar provisions in Titles 13.1 or 50 of the
Code of Virginia.
**NOTE** >> Check the following box if you have not completed any of the foregoing options
but currently have pending before the SCC an application for authority to transact business in
the Commonwealth of Virginia and wish to be considered for a waiver to allow you to submit
the SCC identification number after the due date for proposals. No award shall be issued to an
offeror who fails to provide the required information unless a waiver of these requests is
granted by the chief executive of the local governing body (the County reserves the right to
determine in its sole discretion whether to allow such waivers):
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ATTACHMENT B - Technical Information Security Requirements
I.

Compliance/Certification
Please describe your organization’s ISO 27001/ISO 27002 certification or
compliance status.
Please describe your organization’s SSAE No. 16 Attestation status.
Please describe this system’s compliance with NIST 800-53 v4 controls.
Please describe any third party licenses required for the software. Please describe
the process for upgrading, fixing and supporting the third party software.
Please confirm that exchanges of sensitive data shall be approved in writing by
Chesterfield County before any sensitive data is released to others by the
Contractor. Please verify where data will reside.

II.

Authentication
Please describe how the application authenticates users.
Please describe how the application interfaces with Active Directory.
Does the solution require unique authentication in order to access the system?
Please describe any single sign on capabilities of the system.
Please describe the ability to accommodate enhanced security requirements, such
as dual authentication.

III.

Role-Based Access
Please describe the system’s ability to set access based on role within the system.
Please describe the system’s ability to set access based on department within the
system.
Please describe the system’s ability to allow users to designate certain fields as
confidential and restrict access to those fields.
Please describe how the solution allows for the designation of a system
administrator separate from the security administrator or data users.
Please describe how the solution restricts access by user id.
Please describe how the solution restricts access by database table.
Please describe how the solution restricts access by transaction type.
Please describe how the solution restricts access by screen or menu.
Please describe how the solution restricts access by report type.
Please describe the system’s security controls to define users authorized to perform
the following:
Log On
Add Data

Page 33 of 50

Delete Data
Change Data
View Data
Search data
Approve data
Please describe security reports showing:
Authorized system use
Unauthorized system use
Security profiles by user (indicates multiple profiles)
Effective dates security changes

IV.

General Security
Please describe your organizations’ process to assign clearance levels to internal or
sub-contract positions, for accessing sensitive data.
Please describe employment and background check processes on employees and
subcontractors that will be involved in the direct support or custody of data and
processes associated with the proposed solution.
Please describe your segregation of duties for staff performing key functions which if
not separated may create security collusion or other social engineering risks.
Please verify data is secure through the entire life cycle of the system to include data
entry or data collection, data manipulation, data reporting or publishing, data
transfer or transmission, data storage and data disposal.
Please verify the ability to conduct testing with test or fictitious data (not LIVE data).
Please describe policies and procedures for emergency software fixes and patches.
Please describe any software escrow assurance.
Please verify organization utilizes software for continuous detection and elimination
of viruses.
Please describe system reconciliation methods to verify consistency and accuracy of
data.
Please describe information security incident response capability.
Please verify Chesterfield County shall be notified within 24 hours of any confirmed
data breach.
Provide change control processes that document baseline configuration and change
control processes over the baseline configuration to ensure only approved and
authorized changes are implemented in the system.
Please verify use of performance monitoring tools to ensure business
solution/system availability.
Please describe workforce information security awareness training.
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Please describe any vulnerability scanning or penetration testing on your system.
Solution has industry standard protection against injection attacks – Please describe
your secure coding methods and use of Open Web Application Security Project
recommendations to minimize web application security threats (i.e. SQL, OS, PHP,
ASL, Shell, HTML/Script, etc).
Please describe any certifications and/or secure coding certifications held by your
staff.

V.

Password Management
Please verify that you can provide the following password management functionality
(by security administrator):
Password length can be defined to a minimum number of positions.
Password aging is a defined maximum number of days.
Password lock-out after defined number of failed attempts.
Notification when number of failed attempts is exceeded.
Passwords can be reset by specified levels of administrators.
Passwords can be changed by users if access password is correct.
Passwords must be case sensitive.
Password must contain alpha-numeric and special characters.
Please describe if passwords should be randomly generated by the system and
be sent in an encrypted e-mail to the user so the administrator resetting does not
know password.
Secure self-serviced password reset should be allowed. Please describe.
Password cannot be the same as the account name.
Please describe ability to disconnect or automatically logs out user session during
designated periods of Inactivity.
Please describe if system warns user that they will be disconnected before
automatically logging off user.
Please verify users can be inactivated verses deleted when access is no longer
needed.
Enforces a limited number of consecutive invalid attempts by a user during an
organization defined time period.
Please describe ability to limit the number of concurrent sessions for each user to an
organization defined number.

VI.

Encryption
Describe encryption method and strength for passwords in motion.
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Describe encryption method and strength for passwords at rest.
Please describe encryption type and level for data in motion.
Please describe encryption type and level for data at rest.
Describe the methods used to encrypt back-up data, if applicable.

VII.

Audit Trails
Please describe audit records containing information that establish what type of
event occurred, when the event occurred, where the event occurred, the source of
the event, the outcome of the event and the identity of any individuals or subjects
associated with the event.
Please verify all system administrator changes are tracked in audit trails.
Please verify all security administrator changes are tracked in audit trails.
Please verify there is an audit trail of login attempts.
Please verify audit trails can be maintained for a user defined time period.
Please verify inactivation of users does not alter audit logs.
Please verify: the audit trails can support on-demand audit review, analysis and
reporting requirements and after-the fact investigations of security incidents; the
generation of audit reports does not alter the original content or time ordering of audit
records.
Please verify configuration transactions are contained in the audit trails.
Please verify all workflow transactions are contained in the audit trails.
Please verify audit trails contain the following and cannot be edited:
User ID
Name
IP Address (source or destination)
Date
Time stamps
Event descriptions
Data before changes
Data after changes
Success/fail indications
Access control or flow control rules invoked
Filenames involved
1.

Please verify audit reports show the following about interfaces:
a. Documents
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b. Type of transaction
c. Source of transaction
d. Error reports
e. E-mail address if interface fails or is successful
Ability to track system generated documents that have been generated for an
account/customer.
Ability to capture the date and recipients information for files sent to external
recipients.
Please verify audit information cannot be altered using any software utility.
Please verify metadata, if it exists, is included in the audit trail.

VIII. Life Cycle & Disaster Recovery
Please describe backup, redundancy and disaster recovery protection from risk of
fire, utility failure, structural collapse, plumbing leaks or other such man-made or
natural disasters.
Please describe how you maintain and test contingency plans.
Please describe any service level agreements associated with the information
system.
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ATTACHMENT C – Sample Service Agreement
SERVICE AGREEMENT #ADMN19000281 FOR CCPS Visitor Management System
THIS AGREEMENT, entered into as of this ______ day of ________________, 20__
(“effective date”), by and between the [CHESTERFIELD COUNTY PUBLIC SCHOOLS (“County”), a
school division within Chesterfield County, Virginia and [insert Contractor name], ("Contractor").
WITNESSETH:
WHEREAS, by Request for Proposal No.

(the

“RFP”),

the

County

solicited

interested firms to submit proposals for CCPS Visitor Management System ; and
WHEREAS, Contractor has represented to the County that it is fully capable of performing the
services described in this Agreement, and the County has relied on such representation to select
Contractor to provide the services; and
WHEREAS, the County and Contractor now desire to enter into an agreement setting forth their
rights and obligations with regard to Contractor's performance of the services.
NOW, THEREFORE, for and in consideration of the mutual agreements contained herein, the
parties agree as follows.
1.

Scope of Services. Contractor shall furnish all labor, materials and services necessary

to satisfy the requirement of the County as set forth in the RFP, this Agreement, and any additional
services described in the Contractor’s proposal entitled CCPS Visitor Management System dated
[insert date of Contractor’s proposal] and any revisions thereto, hereinafter referred to as “Proposal”.
The work to be performed by the Contractor is described in detail in the RFP and the Proposal, and
shall be referred to collectively as the “Services”. Contractor represents that it will perform the
Services in accordance with generally accepted professional standards, and will provide the County
with the best possible advice and consultation within Contractor's authority and capacity. In the event
of any conflict between the terms of the document originating from the County (“County Document”,
including the RFP, this Service Agreement, and Exhibits X, X, and X), and a document originating
from the Contractor (“Contractor Document”, including the Proposal and Exhibits X, X, and X), the
terms of the County Document shall control.
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2.

Authorization. Contractor warrants that it has the right to enter into this Agreement and

to perform all obligations hereunder. Contractor represents that the execution of this Agreement and
performance of any of its obligations hereunder are duly authorized and in compliance with applicable
federal, state and local laws, rules and regulations. Contractor represents that it holds all valid
licenses and permits necessary to perform the Services and will promptly notify the County in the
event any such license or permit expires, terminates or is revoked.
3.

County's Obligations.

The County shall furnish Contractor, upon request, with any

information, data, reports, and records which are reasonably available to the County and necessary for
carrying out Contractor's responsibilities, so long as the provision of such information, data, reports,
and records to Contractor is consistent with applicable law. The County shall designate a person to
act as the County's contact with respect to the Services. The County's representative shall have the
authority to transmit instructions, receive information and interpret and define the County's policies and
decisions pertinent to Contractor's Services.
4.

Time of Performance. All Services to be performed and any reports to be prepared

hereunder by Contractor shall be undertaken and completed promptly pursuant to a schedule to be
agreed upon between the County and the Contractor. It is expressly understood and agreed by the
parties hereto that time is of the essence.
5.

Contract Terms. The initial term of this contract shall be for a period of ______. This

contract is renewable at the sole discretion of the County for

additional terms of

year each.
6.

Compensation. The County shall pay Contractor, provided that Contractor performs to

the satisfaction of the County, fee(s) as follows:
7.

Time of Payment. Contractor shall submit invoices in accordance with the schedule

outlined above. The County shall make payments to Contractor subject to the terms of this Agreement
within thirty (30) days of receipt of Contractor’s correct invoice. Contractor understands and accepts
that the County will not pay any finance charges imposed on any invoices submitted by the Contractor
for services performed under this Agreement. If the Agreement is terminated by the County and not in
any way through the fault of Contractor, payments due Contractor for services rendered prior to
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termination shall be paid to Contractor and shall constitute total payment for such services. If this
Agreement is terminated in whole or in part due to the fault of Contractor, Contractor shall have no right
to claim payment due for services performed but uncompensated at the time of termination provided
that the County is not delinquent in its payments to Contractor. Payments made to Contractor shall not
be considered as evidence of satisfactory performance of the work by Contractor, either in whole or in
part, nor shall any payment be construed as acceptance by the County of inadequate services.
8.

Non-Appropriations. The continuation of the terms, conditions, and provisions of this

contract beyond the fiscal year is subject to approval and ratification by the Chesterfield County Board
of Supervisors (and the Chesterfield County School Board, as applicable) and appropriation by them
of the necessary money to fund this Agreement for each succeeding year.
9.

Termination. It shall be the sole right of the County to terminate this Agreement at any

time for any reason upon written notification to the Contractor.
10.

Records and Inspection. Contractor shall maintain full and accurate records with respect

to all matters covered under this Agreement including, without limitation, accounting records, written
policies and procedures, time records, telephone records, reproduction cost records, travel and living
expense records and any other supporting evidence necessary to substantiate charges related to this
Agreement. Contractor's records shall be open to inspection and subject to audit and/or reproduction,
during normal working hours, by the County and its employees, agents or authorized representatives
to the extent necessary to adequately permit evaluation and verification of any invoices, payments or
claims submitted by Contractor pursuant to this Agreement. Such records subject to examination shall
also include, without limitation, those records necessary to evaluate and verify direct and indirect costs
(including indirect labor and overhead allocations) as they may apply to costs associated with this
Agreement. The County shall have access to such records from the effective date of this Agreement,
for the duration of the Agreement, and until two (2) years after the date of final payment by the County
to the Contractor pursuant to this Agreement.

The County's employees, agents or authorized

representatives shall have access to the Contractor's facilities, shall have access to all necessary
records, and shall be provided adequate and appropriate work space, in order to conduct audits in
compliance with this paragraph.
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11.

Insurance. The Contractor shall purchase and maintain in force, at his own expense,

such insurance as will protect him and the County from claims which may arise out of or result from the
Contractor’s execution of the work, whether such execution be by himself, his employees, agents,
subcontractors, or by anyone for whose acts any of them may be liable. The insurance coverage shall
be such as to fully protect the County, and the general public from any and all claims for injury and
damage resulting by any actions on the part of the Contractor or his forces as enumerated above. The
Contractor shall furnish a Certificate of Insurance, naming Chesterfield County as an additional insured
for general liability and excess liability coverage. Should any of the policies be canceled before the
expiration date, the issuing company will mail 30 days written notice to the certificate holder. The
Contractor shall furnish insurance in satisfactory limits, and on forms and of companies which are
acceptable to the County’s Attorney and/or Risk Management and shall require and show evidence of
insurance coverages on behalf of any subcontractors (if applicable), before entering into any agreement
to sublet any part of the work to be done under this Agreement. The Contractor shall maintain during
the initial term, and any additional terms of this Agreement, the following equivalent coverage and
minimum limits:
(a)

[Include information from RFP or final negotiated coverages/limits]

(b)
(c)
12.

Confidentiality. Unless expressly authorized by the County, Contractor, its officers and

employees, shall not divulge to anyone other than County officials in either written or verbal form any
information or data obtained as a result of performing services pursuant to this Agreement. Contractor
agrees to assume all responsibility for ensuring the privacy, confidentiality, and security of Chesterfield
County data released to Contractor under this Agreement through the use of necessary and appropriate
security and technical controls.
13.

When Rights and Remedies Not Waived. In no event shall the making by the County of

any payment to Contractor constitute or be construed as a waiver by the County of any breach of
covenant, or any default which may then exist, on the part of the Contractor, and the making of any
such payment by the County while any such breach or default exists shall not impair or prejudice any
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rights or remedies available to the County in respect to such breach or default.
14.

Non-Discrimination Provision. During the performance of this Agreement, Contractor

agrees as follows:
(a)

The Contractor will not discriminate against any employee or applicant for

employment because of race, religion, color, gender, national origin, age or disability, or other basis
prohibited by state law relating to discrimination in employment, except where there is a bona fide
occupational qualification reasonably necessary to the normal operation of Contractor. The Contractor
agrees to post in conspicuous places, available to employees and applicants for employment, notices
setting forth the provisions of this nondiscrimination clause.
(b)

The Contractor, in all solicitations or advertisements for employees placed by or

on behalf of Contractor, will state that Contractor is an equal opportunity employer.
(c)

Notices, advertisements and solicitations placed in accordance with federal law,

rule or regulation shall be deemed sufficient for the purpose of meeting the requirements of this section.
Contractor shall include the provisions of the foregoing subparagraphs a, b, and c in every
subcontract or purchase order over $10,000 so that the provisions will be binding upon each
subcontractor or vendor.
15.

Drug Free Workplace. During the performance of this contract, the Contractor agrees to:
(a)

Provide a drug-free workplace for the Contractor’s employees.

(b)

Post in conspicuous places, available to employees and applicants for

employment, a statement notifying employees that the unlawful manufacture, sale, distribution,
dispensation, possession, or use of a controlled substance or marijuana is prohibited in the Contractor’s
workplace and specifying the actions that will be taken against employees for violations of such
prohibition.
(c)

State in all solicitations or advertisements for employees placed by or on behalf of

the Contractor that the Contractor maintains a drug-free workplace.
(d)

Include the provisions of the foregoing clauses in every subcontract or purchase

order over $10,000, so that the provisions will be binding upon each subcontractor or vendor.
For purposes of this section, “drug-free workplace” means a site for the performance of work
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done in connection with a specific contract awarded to a contractor in accordance with this chapter, the
employees of who are prohibited from engaging in the unlawful manufacture, sale, distribution,
dispensation, possession or use of any controlled substance or marijuana during the performance of
the contract.
16.

Hold Harmless.

Contractor shall indemnify, defend and hold the County, its Affiliates

and their officers, directors, employees and agents harmless from and against any and all third party
claims of loss, damages, liability, costs, and expenses (including reasonable attorneys’ fees and
expenses) arising out of or resulting from a breach by Contractor of any term of this Agreement or an
Order or arising out of Contractor’s negligent or intentionally wrongful acts or omissions. As a matter
of law, the County is prohibited from indemnifying Contractor, subcontractors, or any third party
beneficiaries of the Agreement.
17.

Governing Law. Contractor and the County agree that this Agreement shall be deemed

to have been made in Virginia and that the validity and construction of this Agreement shall be governed
by the laws of the Commonwealth of Virginia, excepting the law governing conflicts of laws. Contractor
and the County further agree that any legal action or proceeding arising out of this Agreement shall be
commenced and tried in the Circuit Court of the County of Chesterfield to the express exclusion of any
otherwise permissible forum.
18.

Notices. Any notices, bills, invoices or reports required by this Agreement shall be

sufficient if sent by the parties in the United States mail, postage paid, to the address noted below:
If to the COUNTY:
Chesterfield County [department name]
Attn.: County staff contact
Department address
Chesterfield, VA 23832
If to the CONTRACTOR:
Name of Contractor
Attn.: name of Contractor contact
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Address
City, State Zip
19.

Assignment. This Agreement and Orders may not be assigned or transferred by a party

thereto without the prior written consent of the other party thereto, which consent shall not be
unreasonably withheld. Notwithstanding the foregoing, Contractor may freely assign this Agreement
and Orders to an Affiliate or to an acquirer of all or part of Contractor’s business or assets, whether by
merger or acquisition, provided that Contractor notifies the County of such assignment and the County
does not object in writing within 15 days of receiving such notification
20.

Entire Agreement. This Agreement and any additional or supplementary documents

incorporated herein by reference, contain all the terms and conditions agreed upon by the parties
hereto, and no other agreements, oral or otherwise, regarding the subject matter of this Agreement or
any part thereof shall have any validity or bind any of the parties hereto. This Agreement shall not be
modified, altered, changed or amended unless in writing and signed by the parties hereto.
21.

Subcontractors. The County reserves the right to reject any subcontractor selected by

Contractor. The County shall exercise this right in good faith and for a legitimate reason. Upon such
rejection, the subcontractor shall immediately cease any work on the Project. A subcontractor selected
by Contractor to replace a rejected subcontractor must be approved in writing by the County prior to
performing any work on the Project. Such approval will not be unreasonably withheld.
22.

Taxes, Unemployment Insurance and Related Items. Contractor hereby accepts full and

exclusive responsibility for the payment of any and all contributions or taxes, or both, for any
unemployment insurance, medical and old age retirement benefits, pensions, and annuities now or
hereinafter imposed under any law of the United States or any State, which are measured by the wages,
salaries or other remuneration paid to persons employed by Contractor on the work covered by this
Agreement or in any way connected therewith.

Contractor shall comply with all administrative

regulations and rulings thereunder with respect to any of the aforesaid matters; and Contractor shall
reimburse the County for any of the aforesaid contributions or taxes, or both, or any part thereof, if by
law the County may be required to pay the same or any part thereof.
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23.

Independent Contractor. Contractor’s relationship with the County shall at all times be

that of an Independent Contractor. The method and manner in which Contractor’s Services hereunder
shall be performed shall be determined by Contractor and the County will not exercise control over
Contractor or its employees except insofar as may be reasonably necessary to ensure performance
and compliance with this Agreement. Nothing in this Agreement shall be construed to make Contractor,
or any of its employees, employees or agents of the County.
24.

Environmental Management.

Contractor shall be responsible for complying with all

federal, state, and local environmental regulations, if any. Additionally, the Contractor must meet all
Chesterfield County Environmental Management System (EMS) requirements.

For questions or

additional information, contact the Office of Environmental Management at (804) 717-6531.
25.

County Data. “County data” includes all Personally Identifiable Information and other

information that is not intentionally made generally available by the County on public websites or
publications, including but not limited to business, administrative, and financial data, intellectual
property, and patient, student, and personal data. Personally Identifiable Information includes but is
not limited to: personal identifiers such as name, address, phone number, date of birth, Social Security
number, driver’s license number, and student or personnel identification number; “personal information”
as defined in Virginia Code Section 18.2-186.6 and/or any successor laws of the Commonwealth of
Virginia; personally identifiable information contained in student “education records” as defined in the
Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g; “medical information” as defined in
Virginia Code Section 32.1-127.1:05; “protected health information” as defined in the Health Insurance
Portability and Accountability Act, 45 C.F.R. Part 160.103; nonpublic personal information as that term
is defined in the Gramm-Leach-Bliley Financial Modernization Act of 1999, 15 U.S.C. 6809; credit card
and debit card numbers and/or access codes and other cardholder data and sensitive authentication
data as those terms are defined in the Payment Card Industry Data Security Standards; other financial
account numbers, access codes; and state- or federal-identification numbers such as passport, visa,
or state identity card numbers.
26.

Contractor Software: Intellectual Property, Proprietary Rights, License.

The County

acknowledges that it does not have a license or any rights to software provided by Contractor pursuant
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to this Agreement. During the term of this Agreement, and subject to the provisions of this Agreement,
Contractor hereby grants to the County a limited, non-transferable, worldwide, royalty-free, nonexclusive license to use the software solely as specified in this Agreement. Except as expressly granted
in this Agreement, the County is not licensed to use, copy, modify, or distribute copies of all or any
portion of the software.
The County will use commercially reasonable efforts to prevent unauthorized access to, or use
of, the Contractor software. In no event shall Contractor’s remedies for any breach of this Agreement
include the right to unilaterally terminate any license or support services hereunder.
27.

Warranty. Contractor warrants that the software and all of the related software products

and services will perform functionally as described in the documentation provided in accordance with
this Agreement, and with the Contractor's marketing literature, and Contractor's specification; and that
the software and user documentation furnished by Contractor are compatible; and that the software
shall be free of defects in design, workmanship, and materials which prevent them from being used for
their intended purpose.
28.

Rights and License in and to County Data. The County and Contractor agree that as

between them, all rights, including all intellectual property rights, in and to County data shall remain the
exclusive property of the County, and Contractor has a limited, nonexclusive license to use these data
as provided in this Agreement solely for the purpose of performing its obligations hereunder. This
Agreement does not give a party any rights, implied or otherwise, to the other’s data, content, or
intellectual property, except as expressly stated in the Agreement.
Contractor shall not (i) sell, resell, distribute, host, lease, rent, license or sublicense, in whole or
in part, County data or software; (ii) decipher, decompile, disassemble, reverse assemble, modify,
translate, reverse engineer, or otherwise attempt to derive source code, algorithms, tags, specifications,
architecture, structure, or other elements of the software, in whole or in part; (iii) allow access to,
provide, divulge, or make available County data or software to any users other than employees and
individual contractors who have a need to such access; (v) modify, adapt, translate, or otherwise make
changes to County data or software except where authorized by this Agreement or other duly executed
contract between the County and Contractor.
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If Contractor becomes legally compelled to disclose any County Data, whether by judicial or
administrative order, applicable law or regulation, or otherwise, then Contractor shall use all reasonable
efforts to provide the County with prior notice before disclosure so that the County may seek a protective
order other appropriate remedy to prevent the disclosure. If a protective order or other remedy is not
obtained prior to when any legally compelled disclosure is required, Contractor will only disclose only
that portion of the County Data that it is legally required to disclose.
29.

Malware Protection. Contractor hereby warrants that to the best of its knowledge there is

no malware in any portion of the software and/or its computer system and that it has used commercially
reasonable efforts to ensure that the software and/or its computer system is free of malware and has
undergone malware-checking procedures consistent with industry standards. The term “malware” as
used herein means any computer code designed to (a) disable, disrupt, or damage the County's use of
the software, County data, or the County’s network or (b) damage or destroy any County data without
the County's consent.
30.

Encryption Standards. Contractor agrees to utilize strong encryption standards (AES/256

bit or greater) for the storage, transport, and transmission of County data for purposes of executing the
agreement between the County and Contractor.
31.

Data Custodianship. Contractor shall provide the County access to County data at the

County’s request in a mutually agreed upon format. Such agreement shall not be unreasonably
withheld. Contractor shall also provide access to any derivatives or alterations of County data at the
County’s request.
Upon termination of this Agreement, upon loss of usefulness of County data, and/or upon
request by the County, but not later than 30 days after such event, Contractor will ensure that County
data is removed from all media forms and securely destroyed. “Securely destroyed” means that
Contractor will utilize industry-grade standards when taking actions to render the data unrecoverable
by both ordinary and extraordinary means.
32.

Security Breach. “Security Breach” means a security-relevant event in which the security

of a system or procedure used to create, obtain, transmit, maintain, use, process, store or dispose of
data is breached, and in which County data is exposed to unauthorized disclosure, access, alteration,
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or use. Upon becoming aware of a security breach or a suspected security breach, Contractor agrees
to promptly (but no later than 48 hours after becoming aware of a breach or suspected breach) notify
the County; fully investigate the event; and cooperate fully with the County’s investigation of and
response to the event. Except as otherwise provided by law, Contractor will not provide notice of the
incident directly to individuals whose Personally Identifiable Information was involved, regulatory
agencies, or other entities, without prior written permission from the County.
33.

Liability for Security Breach. If Contractor must under this Agreement create, obtain,

transmit, use, maintain, process, or dispose of the subset of County data known as Personally
Identifiable information, the following provisions apply. In addition to any other remedies available to
the County under law or equity, Contractor will reimburse the County in full for all costs incurred by the
County in investigation and remediation of any Security Breach caused by Contractor, including but not
limited to providing notification to individuals whose Personally Identifiable Information was
compromised and to regulatory agencies or other entities as required by law or contract; providing one
year’s credit monitoring to the affected individuals if the Personally Identifiable Information exposed
during the breach could be used to commit financial identity theft; and payment of legal fees, audit
costs, fines, and other fees imposed by regulatory agencies or contracting partners as a result of the
Security Breach.
If Contractor will NOT under this Agreement create, obtain, transmit, use, maintain, process, or
dispose of the subset of County data known as Personally Identifiable information, the following
provisions apply. In addition to any other remedies available to the County under law or equity,
Contractor will reimburse the County in full for all costs reasonably incurred by the County in
investigation and remediation of any Security Breach caused by Contractor.
34.

Inapplicability of Limitations of Liability. If Contractor requires the County to agree to

terms and conditions in addition to those contained in this Agreement, any limitations on Contractor’s
liability contained in such terms and conditions shall not apply to Security Breaches or the unauthorized
release of County data. An “unauthorized release” means a security event in which County data is
copied, transmitted, viewed, stolen, or used by an individual or entity unauthorized to do so.
35.

Data Ownership. The County owns and shall own all County data submitted to Contractor
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and any derivatives of County data resulting from Contractor’s services, unless the parties agree that
such derivatives shall be in the public domain.
36.

Data Storage. County data transmitted and stored pursuant to this Agreement shall

reside at a data storage center within the United States (excluding the U.S. territories).
37.

Additional Requirements for Student Data. The Contractor acknowledges that Student

Data is a protected class of County Data as defined in section 25 and is subject to the terms and
conditions herein. Contractor agrees to hold the Student Data in strict confidence and to advise each
of its employees and agents of their obligation to keep such information confidential. Contractor
acknowledges that any Student Data shared by the County is covered and protected under the Family
Educational Rights and Privacy Act, 20 U.S.C. § 1232(g) and 34 C.F.R. § 99.31 (“FERPA”).
Contractor agrees to abide by the limitations on re-disclosure of Student Data from education
records set forth in FERPA. 32 C.F.R. § 99.33(a)(2) states that the officers, employees, and agents of
a party that receive education record information from CCPS may use the information, but only for the
purposes for which the disclosure was made. Nothing in this Agreement may be construed to allow
either party to maintain, use, disclose, or share Student Data in a manner not allowed by federal law or
regulation. Contractor warrants that the Student Data provided will be used solely for the purposes
described in the scope of work and for no other purpose. The Student Data shall not be shared or
made available to any unauthorized personnel or other third party. Contractor agrees to ensure that
any personnel or agents to whom the Student Data is provided agree to the same restrictions and
conditions that apply to the Contractor with respect to such Data.
38.

Unauthorized Aliens.

In accordance with the Virginia Code, Section 2.2-4311.1,

Contractor hereby agrees that he does not and shall not, during the performance of this contract,
knowingly employ unauthorized aliens as defined in the federal Immigration Reform and Control Act of
1986.
IN WITNESS WHEREOF, the County and Contractor have executed this Agreement as of the
date first written above.

[CHESTERFIELD COUNTY PUBLIC SCHOOLS]
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By:
Keith S. Gagnon
Title: Procurement Director
Date:

[CONTRACTOR NAME]
By:

Printed Name
Title:
Date:
Approved as to form:

County Attorney’s Office

Exhibit X – [Description]
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Attachment D – Proprietary/Confidential Information Identification
As indicated in General Term and Condition 25. Proprietary Information - Code of Virginia Section 2.2-4342(F),
as amended, states: “Trade secrets or proprietary information submitted by a bidder, offeror, or Contractor in
connection with a procurement transaction or prequalification application submitted pursuant to subsection B of
§2.2-4317 shall not be subject to the Virginia Freedom of Information Act (2.2-3700 et seq.); however, the
bidder, offeror, or Contractor shall (i) invoke the protections of this section prior to or upon
submission of the data or other materials, (ii) identify the data or other materials to be protected, and
(iii) state the reasons why protection is necessary.” If the exemption from disclosure provided by
Code of Virginia Section 2.2-4342(F), as amended, is not properly invoked then the proposals will be
subject to disclosure pursuant to applicable law.

The proprietary or trade secret material submitted in the original and all copies of the proposal must
be identified by some distinct method such as highlighting or underlining and must indicate only the
specific words, figures, or paragraphs that constitute trade secret or proprietary information. In
addition, a summary of proprietary information submitted shall be submitted on this form. The
classification of an entire proposal document, line item prices, and/or total proposal prices as
proprietary or trade secrets is not acceptable. If, after being given reasonable time, the Offeror
refuses to withdraw such a classification designation, the proposal will be rejected.
Name of Offeror:
invokes the protections of § 2.2-4342F of the
Code of Virginia for the following portions of my proposal submitted on
.
Date
Signature:
DATA/MATERIAL TO BE
PROTECTED

Title:
SECTION NO., & PAGE NO.

REASON WHY PROTECTION IS NECESSARY

Use continuation sheet(s) if necessary

